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OWASP WEBSCARAB PROJECT

Welcome to the WebScarab Project

WebScarab is a framework for analysing applications that communicate using the HTTP
and HTTPS protocols. It is written in Java, and is thus portable to many platforms.
WebScarab has several modes of operation, implemented by a number of plugins. In its
most common usage, WebScarab operates as an intercepting proxy, allowing the
operator to review and modify requests created by the browser before they are sent to the
server, and to review and modify responses returned from the server before they are
received by the browser. WebScarab is able to intercept both HTTP and HTTPS
communication. The operator can also review the conversations (requests and responses)
that have passed through WebScarab.

You may also be interested in testing the Next Generation of WebScarab.
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SCREENSHOTS

Here's the main window of WebScarab. Check the WebScarab Getting Started guide for
more screenshots of WebScarab in action.
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OVERVIEW

There is no shiny red button on WebScarab, it is a tool primarily designed to be used by
people who can write code themselves, or at least have a pretty good understanding of
the HTTP protocol. If that sounds like you, welcome! Download WebScarab, sign up for
the mailing list on the OWASP subscription page, and enjoy! You can read a brief
tutorial to explain the basic workings.

WebScarab is designed to be a tool for anyone who needs to expose the workings of an
HTTP(S) based application, whether to allow the developer to debug otherwise difficult
problems, or to allow a security specialist to identify vulnerabilities in the way that the
application has been designed or implemented.

DOWNLOAD

You can download WebScarab from the OWASP Source Code Center at Sourceforge.
Then install them likewise:

e Linux:java -jar ./webscarab-selfcontained-[numbers].jar
¢ Windows: double-click the installer jar file
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A Mac OS X package of the latest version can usually be found on Corsaire's download
page.

You can also try the Java Web Start version, which was signed by Rogan Dawes.

FEATURES

A framework without any functions is worthless, of course, and so WebScarab provides
a number of plugins, mainly aimed at the security functionality for the moment. Those
plugins include:

e Fragments - extracts Scripts and HTML comments from HTML pages as they are
seen via the proxy, or other plugins

e Proxy - observes fraffic between the browser and the web server. The
WebScarab proxy is able to observe both HTTP and encrypted HTTPS traffic, by
negotiating an SSL connection between WebScarab and the browser instead of
simply connecting the browser to the server and allowing an encrypted stream
to pass through it. Various proxy plugins have also been developed to allow the
operator to control the requests and responses that pass through the proxy.

e Manualintercept - allows the user to modify HTTP and HTTPS requests and
responses on the fly, before they reach the server or browser.

e Beanshell - allows for the execution of arbitrarily complex operations on requests
and responses. Anything that can be expressed in Java can be executed.

¢ Reveal hidden fields - sometimes it is easier to modify a hidden field in the page
itself, rather than intercepting the request after it has been sent. This plugin simply
changes all hidden fields found in HTML pages to text fields, making them visible,
and editable.

e Bandwidth simulator - allows the user to emulate a slower network, in order to
observe how their website would perform when accessed over, say, a modem.

e Spider - identifies new URLs on the target site, and fetches them on command.

e Manual request - Allows editing and replay of previous requests, or creation of
entirely new requests.
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e SessionlD analysis - collects and analyses a number of cookies (and eventually
URL-based parameters too) to visually determine the degree of randomness and
unpredictability.

e Scripted - operators can use BeanShell to write a script to create requests and
fetch them from the server. The script can then perform some analysis on the
responses, with all the power of the WebScarab Request and Response object
model to simplify things.

e Parameter fuzzer - performs automated substitution of parameter values that are
likely to expose incomplete parameter validation, leading to vulnerabilities like
Cross Site Scripting (XSS) and SQL Injection.

e Search - allows the user to craft arbitrary BeanShell expressions to identify
conversations that should be shown in the list.

e Compare - calculates the edit distance between the response bodies of the
conversations observed, and a selected baseline conversation. The edit
distance is "the number of edits required to transform one document into
another". For performance reasons, edits are calculated using word tokens,
rather than byte by byte.

e SOAP -There is a plugin that parses WSDL, and presents the various functions and
the required parameters, allowing them to be edited before being sent to the
server.

e Extensions - automates checks for files that were mistakenly left in web server's
root directory (e.g. .bak, ~, etc). Checks are performed for both, files and
directories (e.g. /app/login.jsp will be checked for /app/login.jsp.bak,
/app/login.jsp~, /app.zip, /app.tar.gz, etc). Extensions for files and directories
can be edited by user.

e XSS/CRLF - passive analysis plugin that searches for user-controlled data in HTTP
response headers and body to identify potential CRLF injection (HTTP response
splitting) and reflected cross-site scripting (XSS) vulnerabilities.

FUTURE DEVELOPMENT

Features will probably include:

e Enhancing the SOAP plugin, improving support for complex schemas, and
different encodings
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e Combining the Search and Compare plugins, so that you can compare only
specific responses

EXTENSIBILITY

As a framework, WebScarab is extensible. Each feature above is implemented as a
plugin, and can be removed or replaced. New features can be easily implemented as
well. The sky is the limit! If you have a great idea for a plugin, please let us know about
it on the list.

PROJECT CONTRIBUTORS

The WebScarab project is run by Rogan Dawes of Aspect Security. He can be contacted
at rogan AT dawes.za.net
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OWASP WEBSCARAB PROJECT ROADMAP

| FROM OWASP

Jump to: navigation, search

The project's overall goal is to...

Provide a robust tool that assists the user to identify weaknesses in
HTTP (S) based applications.

In its simplest form, it provides an intercepting proxy that allows
the user

to observe and manipulate requests sent to the server, and the
responses

returned from the server.

In the near term, we are focused on the following tactical goals...

1. migration from the current messy code base to a hopefully cleaner
implementation, based on the Spring Framework and the Spring Rich Client
platform. This will provide a database-backed archive, as well as a more user-
friendly user interface, with input validation, and proper feedback

2. reimplementing the current functionality of WebScarab in the "next generation”
code

Retrieved from
"http://www.owasp.org/index.php/OWASP_WebScarab Project Roadmap"
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| FROM OWASP

Jump to: navigation, search

WebScarab has a large amount of functionality, and as such can be quite intimidating to
the new user. But, for the simplest case, intercepting and modifying requests and
responses between a browser and HTTP/S server, there is not a lot that needs to be
learned.

Initially, I will assume that you have full unrestricted access to the Internet (that is, you
are not behind a proxy). For the sake of simplicity, I will also assume that you are using
Internet Explorer. If you need to use a proxy to get out of your corporate network, , see

Chaining_WebScarab_onto_another_proxy

RI=TEY

File View Tools Help
I
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This is what WebScarab looks like at startup. There are a few major areas that might
need explanation.

Firstly, the toolbar provides access to the various plugins, as well as the Summary
window (main view), and messages (log) window.
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The Summary window is split into two parts. On the top is a tree table which will show
the layout of the sites that you have visited, and some attributes of the various URLSs.
Below that is a table showing all of the conversations that have been seen by
WebScarab, normally sorted in reverse by ID, so that more recent conversations are at
the top of the table. The sort order can be changed by clicking in the column headers if
desired.

In order to start using WebScarab as a proxy, you need to configure your browser to use
WebScarab as a proxy. This is configured in IE using the Tools menu. Select Tools ->
Internet Options -> Connections -> LAN Settings to get the proxy configuration dialog.

Local Area Network (LAN) Settings 2| x|

—Automatic configuration

Automatic configuration may override manual settings. To ensure
the use of manual settings, disable automatic configuration.

[~ ‘Automatically detect settings

|_ Use automatic configuration script

Ardress I

~ Proxy server

v Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address: IIDcthnst Port: IBEIEIB Advanged...l

[ Bypass proxy server for local addresses

0K Cancel

WebScarab defaults to using port 8008 on localhost for its proxy. You need to configure
IE to relay requests to WebScarab, rather than fetching them itself, as shown in the
above image. Make sure that all checkboxes are unchecked, except for "Use a proxy
server". Once you have configured IE to use the proxy, select Ok on all dialogs to get
back to the browser. Browse to a non-SSL website, and then switch to WebScarab.

11
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You should see something similar to the next image. If you don't, or you get an error
while browsing, you should go back and check your proxy settings in Internet Explorer
as described above. If the proxy settings are correct, one possibility is that there is
already another program that is using port 8008, and preventing WebScarab from using
it. If so, you should stop that other program. I will also show you how to tell WebScarab
how to use a different port a bit later.

NOTE: If you are using WebScarab to test a site that is running the same computer as
the browser (i.e. localhost or 127.0.0.1), and you are using IE7, you will need to add a
dot "." after the hostname to force IE7 to use the proxy that you have configured. This is
NOT a bug in WebScarab, but an unfortunate design decision (I assume) made by the
developers of IE. Basically, it will ignore any proxy settings if it thinks that the server
you are trying to reach is on the local machine. One way of tricking it is to add the dot,
as in http://localhost./'WebGoat/attack. This will force IE to use your configured proxy.

_lo/x]

File View Tools Help
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Here you can see the tree of URL's, which represents the site layout, as well as the
individual conversations that have passed through WebScarab. To see the details of a
particular conversation, you can double-click on a row in the table, and a window
showing the request and the details of the response will open. You can see the request
and response in a variety of forms. The view shown here is the "Parsed" view, where the
headers are broken out into a table, and the request or response content is presented
according to its Content-Type header. You can also choose the "Raw" format, where the
request or response is presented exactly as it would be seen on the wire.
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£ WebScarab - conversation 1 - 0] x|
Previous Mext 1 - GET http:iwww.owasp.org:80/ 301 Moved Permanenthy -
Parsed | Raw |
Method URL Version
GET  hitp:hwwwy. 0wasp.org:80; HTTFP/1.0
Header Wal
Accept image/aif, imagekxbitmap, imageljpeg, imageipjipen, applicationi-shackwave-flash, applicationtvnd ms-excel, application «
Accept-Language Bh-US =
User-Agent Mozillaid.0 {compatible; MSIE 6.0; Windows NT 5.1; S%1; NET CLR 1.1.4322; NET CLR 2.0.50727) —
Lot e il
4| Il | [+]
T P P e e e e
Hex |
Posiion |0[1]2]3]4]s]a]r]s]e]alB]c]D]E]F] String [
T
Parsed | Raw |
version Status Message
HTTPM .1 301 hoved Permanently
Header Yal
Date Fri, 23 Jun 20061320002 GMT |‘
n Ty 1=
<] i [»]
e =
[HTML | %ML | Text [ Hex |

You can step from one conversation (request/response) to the next in the conversation
window using the "previous" and "next" buttons, as well as jumping directly to a
particular conversation using the drop down combo box.

Now that you are familiar with the basic workings of WebScarab, and have made sure
that your browser is correctly configured, the next step is to intercept some requests, and
modify them before they are sent to the server.

You enable proxy intercepts via the Proxy plugin, accessible via the "Proxy" button on
the toolbar. Then choose the "Manual Edit" tab. Once you click the "Intercept Requests"
checkbox, you can choose which request methods you wish to intercept (most
commonly GET or POST), and can even choose multiple methods using "Ctrl-click".
Select "GET" for the moment.

13
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File View Tools Help
I

| Summary ” Message log | | Proxyl Manual Reguest " WehSenices ” Spider " Extensions " SessionlD Analysis || Scripted " Fragments || Fuzzer " Compare

Proxy
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GET - |
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Intercept responses : [ |
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Now go back to your browser, and click on a link. You should see something like the
following window appear (it may only flash in the task bar initially, just select it. Future
windows will pop-up properly).

_1o] ]

Intercept requests @ Intercept responses: [ |

[ Parsed | Raw |
Method URL Version
[ET | [nttp:thweew.owasp.org:800 | [HTTRiD |
Header
Accept imagelgif, imagel-xhitmap, imagelfjpeq, imagefpjpeg, applicationt-shockwave-flash, applicationfnd.ms-excel,
Accept-Language Bh-ls Insert
User-Agent Mozillatd 0 {compatible; MSIE 6.0; Windows NT 5.1; W1, BMET CLR 1.1.4322; MET CLR 2.0.50727)
||Host WA, A SO Delete
|Pr0xy—Connecti0n Keep-Alive
N I
e e
Hex |
Position [0[1]2]3[af[s[6]7[a]af[allc[D[E[F] String
.A..’! ---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

| Accept changes I Cancel changes Abort regquest | | Cancel ALL intercepts
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You can now edit any part of the request you choose. Note that the headers are shown
already URL-decoded, and anything that you type in will be URL-encoded
automatically. If you do not want this to happen, you should use the Raw mode. In some
cases, using the Raw mode may be the easiest anyway, especially if you have something
that you wish to paste in.

Once you are happy with your changes, click on the "Accept changes' button to allow
the modified request to be sent to the server. If you decide that you wish to revert the
changes that you have made so far, you can click on the ""Cancel changes" button to
allow the original request to be sent to the server. You can also click on the " Abort
request" button if you don't want to send a request to the server at all. This will send an
error back to the browser. Finally, if there are multiple intercept windows opened (e.g
the browser is using several threads simultaneously), you can release all the requests
using the "Cancel ALL intercepts' button.

WebScarab will continue to intercept all requests that match the method you specified
until you uncheck the "Intercept requests" checkbox, either in the intercept
conversation window, or in the '""Manual Edit" tab of the Proxy plugin. But you may
be wondering why WebScarab does not intercept requests for images, stylesheets,
javascript, etc. If you go back to the ""Manual Edit" tab, you will see a field labeled
"Exclude paths matching:". This field contains a regular expression which is matched
against the request URL. If there is a match, the request is never intercepted.

You can also configure WebScarab to intercept responses, in case you want to change
the behaviour of some parts of the page. For example, you can disable JavaScript
validation, change the list of possible items in a SELECT field, etc.

TIPS AND TRICKS

If you are using IE and you would like WebScarab to automatically update your proxy
settings for you, you need to complete the following steps. Note: This only works with
the -installer version of WebScarab!

¢ Change to the Full-Featured interface (Tools -> Use Full-featured Interface), then
go to the Proxy->Listeners tab.

e Select the only listener showing, and click "Stop".

e About 2/3 of the way down the screen are several input fields, corresponding fo
the columns in the listener table.

e Each box should be filled in with the value from the most recently stopped proxy.

15
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e Afthis point, you can check the "Primary" checkbox, and then click "Start".

Your IE proxy settings will automatically be updated to point to WebScarab, and will be

reset when you exit WebScarab. This setting will be saved, and used on subsequent runs
of WebScarab.

Retrieved from "nttp://www.owasp.org/index.php/WebScarab Getting Started"
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OVERVIEW

WebScarab has built-in support for scripting. This is intended to allow the advanced user
to perform custom processing within WebScarab. This scripting support is
used/available in several places:

Proxy -> BeanShell plugin
Tools -> Script Manager
The Scripted plugin

The Search plugin

I will explain each of these in more detail below.

HOW IS THE SCRIPTING IMPLEMENTED?

The Scripting functionality is implemented in two different ways, depending on where it
is being used.

17



€

In the Proxy -> BeanShell plugin, and the Search plugin use the BeanShell interpreter
directly embedded into the plugin. The Script Manager and the Scripted plugin make use
of the Apache Bean Scripting Framework. In theory, you should be able to make use of
any language supported by BSF in these two places, assuming you adjust the classpath
to appropriately include the right scripting jars.

SO, WHAT CAN | DO WITH IT?

Well, you should take a look at the hooks that exist in the Script Manager for a full list,

but the major things are modifying proxied conversations (Proxy -> BeanShell or Script
Manager -> Intercept {Request|Response} ), or submitting your own requests using the
Scripted plugin.

MODIFYING CONVERSATIONS USING PROXY->BEANSHELL

This is the standard script that is installed by default in the Proxy->BeanShell plugin.

import org.owasp.webscarab.model.Request;

import org.owasp.webscarab.model.Response;

import org.owasp.webscarab.httpclient.HTTPClient;
import java.io.IOException;

public Response fetchResponse (HTTPClient nextPlugin, Request request)
throws IOException {

response = nextPlugin.fetchResponse (request) ;

return response;

}
As you can see, you can make use of any arbitrary Java classes (just import them).
The default script obviously does nothing. Of course, you can easily change that! Simply

make use of the methods defined for the Request and Response objects (you'll have to
use the source, or else see the online docs).

For example, you might want to change a GET to a POST. This untested script sketches
out how you might approach this:

import org.owasp.webscarab.model.Request;
import org.owasp.webscarab.model.Response;
import org.owasp.webscarab.httpclient.HTTPClient;
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import java.io.IOException;

public Response fetchResponse (HTTPClient nextPlugin, Request request)
throws IOException {

// check if we have parameters

String query = request.getURL () .getQuery()

if (query !'= null) {

// Construct a new HttpUrl object, since they are immutable
// This is a bit of a cheat!

String url = request.getURL() .toString();

url = url.substring(0,url.indexof('?2"'));

request.setURL (new HttpUrl (url));

// now put the original query in the body
// we need to update a couple of headers, too

request.setHeader ("Content-Type", "application/x-www-form-
urlencoded") ;
request.setHeader ("Content-Length", "0");

// the setContent method automatically updates the Content-Length
header IF it exists
request.setContent (query.getBytes () ) ;
}
response = nextPlugin.fetchResponse (request);
return response;

As you can see, you can do quite a lot in only a few lines of code.

MODIFYING CONVERSATIONS USING THE SCRIPT MANAGER

The Script Manager interface is somewhat different to the Proxy -> BeanShell one. In
the first place, intercepting a conversation is split into two parts, intercepting the request,
and intercepting the response.

The interface does give some rudimentary instruction. For example, "Intercept Request"
says "Called when a new request has been submitted by the browser. Use

connection.getRequest() and connection.setRequest(request) to perform changes".

Here is the above script rewritten for the Script Manager interface:

import org.owasp.webscarab.model.Request;
import org.owasp.webscarab.model.Response;

19
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import org.owasp.webscarab.httpclient.HTTPClient;
import java.io.IOException;

// NB: This is only a COPY! See below
Request request = connection.getRequest () ;

// check if we have parameters
String query = request.getURL () .getQuery() ;
if (query !'= null) {

// Construct a new HttpUrl object, since they are immutable
// This is a bit of a cheat!

String url = request.getURL () .toString();

url = url.substring(0,url.indexof('?2"'));

request.setURL (new HttpUrl (url));

// now put the original query in the body
// we need to update a couple of headers, too

request.setHeader ("Content-Type", "application/x-www-form-
urlencoded") ;
request.setHeader ("Content-Length", "0");

// the setContent method automatically updates the Content-Length
header IF it exists
request.setContent (query.getBytes () ) ;

// You have to use connection.setRequest () to make any changes take
effect!
connection.setRequest (request) ;

The important changes to note are the use of the "connection" object, and the fact that
the request object that you get is only a copy of the real request. You HAVE to call
connection.setRequest() to make your changes effective.

OK, SO WHAT'S THIS SCRIPTED PLUGIN GOOD FOR, THEN?

The Scripted plugin is great for executing a series of requests, that can be calculated. For
example, brute forcing a login page using a dictionary of usernames and passwords.
Enumerating a site's users based on differeng responses to existing or non-existing
accounts. Finding an existing session on a site that uses weak session identifiers.
Fuzzing a form. Essentially, the list is limited by your own imagination.

So why use this rather than bash and netcat?

20
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Well, the Scripted plugin provides a nice OO interface to creating requests and analysing
responses, which you don't get in bash. But probably the most compelling reasons are:

e Itis multi-threaded (currently 4 simultaneous threads, but that could be changed
fairly easily). That is something that is not easy to do in shell, or even in Perl (e.g.
with libwhisker)

e You can archive interesting responses for later review. Simply call
"scripted.addConversation(response)" fo add it to the Summary.

The approach to using the Scripted plugin is quite simple. Use the default script as a
template, and modify it to suit. This default script provides subroutines to fetch
responses one at a time, or in parallel. The easiest way to do it is to create a template
request, possibly based on a request from the summary (e.g. request =
scripted.getRequest(17) will return a copy of request #17). Then modify the template to
suit.

Then modify

boolean hasMoreRequests ()

to return false when there are no more requests to fetch, and

Request getNextRequest ()

to return the next request to be sent.

Finally, modify fetchSequentially() or fetchParallel() so you can analyse the responses
you get back. Yes, this should probably also be put into a method, e.g.
analyseResponse(Response response). I'll consider that for a later version.

And you are done. Hit Start to execute your script, and watch it run.

There are a couple of examples in the scripts directory if you used the -installer version,
which might give you some ideas.

AND SEARCH?2 | NEVER MANAGED TO GET THAT TO WORK RIGHT

21
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Well, the Search Plugin gives a lot of flexibility in terms of identifying conversations,
based on arbitrary criteria. Basically, all you need to do is write a script that returns true
for "interesting" conversations, and false for others.

Normally you will use a simple expression such as:
request.getMethod () .equals ("POST")
to show only POSTs.

However, you can actually create arbitrarily complex scripts.

String method = request.getMethod() ;
return "POST".equals (method) ;

Or even import classes, etc.

Retrieved from "hitp://www.owasp.org/index.php/Scripting in WebScarab"

22
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HOW TO TEST SESSION IDENTIFIER STRENGTH WITH WEBSCARAB
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Jump to: navigation, search
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o 5.2 Caveats on Predictability and Randomness

OBJECTIVE

To collect and examine a reasonably large sample of session identifiers, to determine if
they could be vulnerable to prediction, or brute force attacks.

APPROACH

Identify a request that generates a suitable session identifier. For example, if the
identifier is supplied in a cookie, look for responses that include Set-Cookie headers,
then use the request repeatedly to obtain more session identifiers. We will then perform
some analysis on the resulting series of identifiers. The WebScarab SessionID analysis
plugin currently converts the session identifier into a large integer, using a per-position
base-conversion algorithm. I'll explain more about the algorithm later, once we have
collected some results.

COLLECTING SESSION IDENTIFIERS
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It is possible to collect session identifiers from both Set-Cookie headers, as well as from
within the body of the response. WebScarab will collect all identifiers from all cookies if
the radio button is set to "Cookies". It is not necessary to provide a name for the session
identifier, as WebScarab will use the site name, path and cookie name to construct a
unique identifier. If you choose to extract session identifiers from the body of the
response, you have to give it a unique name, and provide a regular expression that
defines which part of the response body is considered to be the identifier. This is
typically done by using ".*" to indicate all characters leading up to some unique
surrounding text, followed by that unique text, then a pattern surrounded by a regex
group (e.g. "(....)" would take 4 characters), finally followed by ".*" again to indicate all
characters to the end of the body text.

For a more concrete example, let's suppose that the identifier is in a URL query
parameter in the body text, and the url parameter is called "id". An example might look
like: http://www.example.com/loggedin.aspx?id=<10 alphanumeric characters>

A suitable regex might be: .*loggedin.aspx\?id=(.{10}).*

In order to check that your regular expression is actually correctly matching the text in
the response, use the "Test" button to show what would be extracted. The results of the
test are not stored for later use.

Once you are satisfied with your configuration, simply enter the number of samples
desired, and press "Go". If you decide to interrupt the collection process, you can do so
by requesting 0 samples, and pressing "Fetch" again.

ANALYSING THE RESULTS

As mentioned earlier, WebScarab uses a per-position base-conversion algorithm to
convert a string into a number. What this really means is that the string is converted to a
number using the same approach that one uses to convert a number of one base (e.g. hex
- base 16) to another (e.g. decimal - base 10). The major difference is that the base can
change for each position/index, according to what characters have actually been
observed in that position throughout the sampled series. This means that if you have a
constant character in the middle of your series, the base ends up being "1", the only
possible value in a base-1 number system is 0, and so the constant character plays no
part in actually calculating the numerical value of the total.

Here is a worked example, on a small scale.

24



WebScarab documentation (draft)

Assuming we have the following session ids:

AARA
AAAC
ABAB
ABAD

Starting from the left-most column (MSB), we have the following observed character
sets:

l: nwpn

2: "A", "B"

3: n"pn

4: "A", "B", "C", np"

So, our bases are, in order (1,2,1,4).

Let's calculate the value of each id. In order to translate each character to a number, we
use its zero-based position in the sorted character set:

AAAA = 0 * (2*1*4) + 0 * (1*4) + 0 * (4) + 0 =0
AAAC = 0 * (2*1*4) + 0 * (1*4) + 0 * (4) + 2 = 2
ABAB = 0 * (2*1*4) + 1 * (1*4) + 0 * (4) + 1 =5
ABAD = 0 * (2*1*4) + 1 * (1*4) + 0 * (4) + 3 =7

LOOKING AT THE GRAPH

The calculated values are then plotted on a graph against time. The idea is that the
human eye is very good at visually identifying patterns, which may not be obvious from
a list of numbers. The most likely patterns that you will see are lines or bands (possibly
interrupted/broken), or else points scattered all over the graph. The first indicates
predictability, while the second suggests randomness.
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WebScarab ID Analysis

PLOTTING THE RESULTS IN AN EXTERNAL PROGRAM

WebScarab can export the results in a comma delimited format suitable for plotting with
your favorite graphing program (e.g. Excel or gnuplot). In some cases (e.g. for writing a
formal report) you may find plotting the results in a more full featured program looks
better.

From the Analysis page, click the "Export" button. Save the output to a file. Under
Windows, you should probably go ahead and name the file .CSV or .TXT. A couple
example lines are shown below:

1162494041997,11826346672417325953, 6c30d8130bc05bb6ec381
1162494042104,4008986413070164165,6c3053d2a0cb7e2a20c5
1162494042224,11293771226654801443,6c30cf10801d38497e23

Although it is useful to have the precision, the numbers are not in a format most
graphing programs can use. The problem is that the first column, the timestamp, is not
parseable by Excel. Worse than that, It's not even a Unix timestamp. Traditional Unix
timestamps are measured in seconds since 00:00 January 1, 1970. This number,
1162494041997 for example, is actually milliseconds since January 1, 1970.

Have no fear. In one line of perl, you can convert all the timestamps to a format that
Excel can grok. Something like: 11/02/2006 14:00:41.997, which is what
1162494041997 really is.

Here's the one line of perl. It assumes the exported data from WebScarab was saved to a
file named JSESSIONID. txt:

perl -pi -e 'use POSIX gw(strftime);
s/”(\d+) /strftime ("$m\/%d\/%Y %$H:%M:%S", localtime ($1\/1000)) . "™."™ .
(S1 % 1000)/e;'" JSESSIONID.txt

I didn't say it was a short line.
Here's an explanation of the key components to that line. You don't need to know this in

order to use this perl code. If you're wondering what it does, however, this will help you
understand.
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/A(\d+)/

Match some digits beginning at the beginning of the line.

stritime("7%m\ /%d\ /%Y 7%H:7M.%S",

This is the format for the time to come out. Notice a couple things: It doesn't
have the fraction of a second (that is done separately) and it has backslashes to
escape the forward slashes in the date. Otherwise those forward slashes would
confuse the regular expression parser.

localtime($1\/1000)

This is where we take the number we found on the beginning of the line and
divide it by 1000. That way, we get Unix seconds, which 1localtime likes.

" ($1 % 1000)

Take the output of the strftime () call and append some stuff on the end.
Namely, a literal "." and then the milliseconds value from the time.

That's it! It's not easy stuff, but it is wonderfully effective.

The three lines above get turned into:

11/02/2006
14:00:41.997,11826346672417325953,6c30d8130bc05b6ec381
11/02/2006 14:00:42.104,4008986413070164165,6c3053d2a0cb7e2a20c5
11/02/2006
14:00:42.224,11293771226654801443, 6c30c£10801d38497e23

o

Excel-plofted data from WebScarab
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If you're familiar with Excel, you'll realize that Excel can handle those date
formats just fine. Now you can plot the data in Excel, which gives me a bit more
control than WebScarab does directly.

CAVEATS ON PREDICTABILITY AND RANDOMNESS

Predictability and randomness are relative terms. If the algorithm appears to be
"predictable", but the key space that you'd have to check is greater than about
100000 items, it is likely to be infeasible to actually find a session belonging to
someone else during that session's lifetime. Obviously, this depends on your own
CPU power, network bandwidth, the target's CPU power and network
bandwidth, the typical lifetime of a session, and a bunch of other factors. Please
look at the scale of the numbers before deciding that a predictable identifier is a
realistic risk. It is possible for something to be "predictable" in the strictest
mathematical sense, but not exploitable in a practical sense.

One very important thing to note about the conversion algorithm is that it works
from right (Least Significant Bit) to left (Most Significant Bit), much as one
would expect from a numerical conversion. What this means in practice is that if
you have a session identifier that has some sequential data at the left, and
significant random data to the right, the sequential data will appear to dominate
the values, and will result in a straight line graph. Again, check the scale of the
numbers before deciding that an identifier is predictable.
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HOW TO MODIFY PROXIED CONVERSATIONS

| FROM OWASP

Jump to: navigation, search

CONTENTS
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1 Objective

2 Approach
3 What methods exist to manipulate the request and response?

4 Using the Proxy->BeanShell plugin
5 So, what's with the ScriptManager?

OBJECTIVE

To make repetitive modifications to either requests or responses (or both) as they pass
through the proxy

APPROACH

Write a script to make the modifications as desired. Scripts can be written in the Proxy-
>BeanShell plugin, or attached to Hooks in the ScriptManager interface. Depending on
which you choose, the script itself changes a little.

WHAT METHODS EXIST TO MANIPULATE THE REQUEST AND RESPONSE?

The request and response are instances of the Request and Response classes,
respectively. These classes both extend the Message class which provides functionality
common to both.

The Message class provides the following methods, which are common to both the
Request and Response classes:

String[] getHeaderNames ()
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String getHeader (String name)

void setHeader (String name, String value)
void addHeader (String name, String value)
void deleteHeader (String name)
NamedValue[] getHeaders()

void setheaders (NamedValue[] headers)
byte[] getContent ()

void setContent (byte[] content)

The Request class adds the following methods:

String getMethod ()

void setMethod(String method)

HttpUrl getURL ()

void setURL (HttpUrl url)

void setURL(String url) throws MalformedURLException
String getVersion ()

void setVersion (String version)

The Response class adds the following methods:

String getVersion();

void setVersion (String version);
String getStatus();

void setStatus (String status);
String getMessage();

void setMessage (String message) ;
String getStatusLine();

USING THE PROXY->BEANSHELL PLUGIN

The Proxy->BeanShell plugin comes supplied with a very simple script to show you
how to get access to the request and response objects. Unfortunately, it doesn't provide
much assistance on how to go forward from there. Here is an example, showing you
how to reject all requests for Flash content:

import org.owasp.webscarab.model.HttpUrl;

import org.owasp.webscarab.model.Request;

import org.owasp.webscarab.model.Response;

import org.owasp.webscarab.httpclient.HTTPClient;
import java.io.IOException;

public Response fetchResponse (HTTPClient nextPlugin, Request request)
throws IOException {
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pUrl url = request.getURL()
(url.toString () .endsWith (".swf"))

throw new IOException("No flash content allowed");
ponse = nextPlugin.fetchResponse (request);
urn response;

example showing how to replace a particular string in a JavaScript response:

org.owasp.webscarab.model.Request;
org.owasp.webscarab.model.Response;
org.owasp.webscarab.httpclient .HTTPClient;
java.io.IOException;

Response fetchResponse (HTTPClient nextPlugin, Request request)
OException {
ponse = nextPlugin.fetchResponse (request) ;
ing cType = response.getHeader ("Content-Type");
(cType != null && cType.endsWith("javascript")) {
byte[] bytes = response.getContent():;
if (bytes != null) {
String content = new String(bytes);
content = content.replace("my search string", "my

replacement") ;

}

ret

SO, WH

response.setContent (content.getBytes () ),

}

urn response;

AT'S WITH THE SCRIPTMANAGER?

The ScriptManager is intended to provide a more generic interface to scripting
throughout WebScarab. Each plugin can provide Hooks that can have scripts attached to

them. Eac
hooks:

o All

h Hook provides a brief explanation of how to use it. The Proxy provides 3

ow Connection

Called when a new connection is received from a browser Use connection.getAddress()
and connection.closeConnection() to decide and react
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This hook is intended to provide a measure of security in installations where WebScarab
is allowing connections from non-localhost interfaces. Here is an example of how it may
be used:

import java.net.InetAddress;

InetAddress from = connection.getAddress();
if (! from.getHostAddress () .startsWith("192.168.1."))
connection.closeConnection () ;

This script rejects all connections from hosts outside the 192.168.1 subnet.
e Intercept Request

Called when a new request has been submitted by the browser Use
connection.getRequest() and connection.setRequest(request) to perform changes

Here is an example, corresponding to the one shown above:

import org.owasp.webscarab.model.Request;
import org.owasp.webscarab.model.HttpUrl;

Request request = connection.getRequest () ;
HttpUrl url = request.getURL() ;
if (url.toString() .endsWith(".swf"))
throw new IOException("No flash content allowed");

e Intercept Response

Called when the request has been submitted to the server, and the response has been
received. Use connection.getResponse() and connection.setResponse(response) to
perform changes

Here is an example, again corresponding to the one shown above:

import org.owasp.webscarab.model.Response;

Response response = connection.getResponse () ;
String cType = response.getHeader ("Content-Type") ;
if (cType !'= null && cType.endsWith ("javascript")) {
byte[] bytes = response.getContent():;
if (bytes != null) {
String content = new String(bytes);
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content = content.replace("my search string", "my
replacement") ;

response.setContent (content.getBytes () ),

connection.setResponse (response) ;

Note that to actually make your changes take effect, you have to call
setResponse(response), since the object you have been modifying is only a copy, not the
actual response object.

Retrieved from
"http://www.owasp.org/index.php/How to modify proxied conversations"”
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FUZZING WITH WEBSCARAB

| FROM OWASP

Jump to: navigation, search

This document is intended to explain how to use the WebScarab Fuzzer plugin.

I assume that you are familiar with the basic functionality of WebScarab, and have
managed to use it as a proxy to view and intercept some conversations already. If not, I
suggest reading the "Getting Started" document first.

CONTENTS
[hide]
e 1 Overview
e 2 Using the fuzzer
e 3 Running the fuzzer
e 4 Limitations

OVERVIEW

The Fuzzer plugin is intended to simplify or automate repetitive testing of a web site. In
essence, what the fuzzer does is sequentially try each one of a list of values replacing
some user-specified parameters in a request that is then sent to the server. The response
is then saved into the Summary, where it can be manually reviewed.

The first thing to understand is how the Fuzzer defines a parameter. A parameter is a
portion of the request that is considered when creating the response:

e A parameter may be found as part of the path, as is commonly seen in a Wiki.
For example it is common to see something like
"nttp://example.com/index.php/Some _Topic". In this case, the string
"Some_Topic"is a "Path parameter"
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e A parameter may also be found as a "fragment”, appended to the path with a
semi-colon, before the query portion of the URL. For example, it is common to
find session ids in a URL, like
"hitp://example.com/index.php;PHPSESSIONID=some _hex_string"

e A parameter can commonly be found as an URL Query parameter, collected as
Name/Value pairs following a "¢" in the URL, separated by ampersands, as in
"hitp://example.com/index.php¢title=Some Topic&action=edit", which illustrates
2 query parameters: "title" and "action”

e A parameter may also be found in a Cookie. Of course, cookies are most
commonly used to tfrack session state, and fuzzing a cookie is often pointless.
However, if data is stored in the cookie, fuzzing it may give promising results, as it
is a less commonly tested aspect of asite.

e A parameter may also be found in the body/content portion of a request,
typically when the request is sent as a POST. Parameters are most commonly
formatted using the same scheme as for encoding URL Query parameters. Of
course, POST parameters may be formatted using any scheme supported by the
server. WebScarab can currently only support POST's with a Content-Type of
"application/x-www-form-urlencoded".

USING THE FUZZER

The fuzzer interface allows a knowledgeable user to construct a new request, specifying
the method, basic URL (excluding any path parameters, fragments or query parameters),
the request version, any request headers, and the required parameters. Unfortunately, this
is rather a tedious and error-prone way of constructing a request to fuzz.

Fortunately, there is a much easier way! Once you have used the proxy for a bit, go to
the Summary View, and find a conversation that has parameters that you would like to
fuzz. Then right-click on that conversation, and select "Use as fuzz template". This will
identify all of the parameters in the request (other than path parameters, which are not
possible to identify automatically), and copy all of the relevant information to the Fuzzer
plugin interface. If you wish to, you can make any modifications you want at this point,
for example, adding or deleting some headers, adding or removing parameters, etc.

Once you have defined the basic structure of the request, you need to define the fuzz
sources. A "fuzz source" is a list of alternative inputs to be used a values for one or more
parameters. In most cases, you will create a file containing one value per line. If you
installed WebScarab using the "installer" version, you should also find two files "xss.txt"
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and "sql.txt" in the directory in which you installed it. These two files contain a
collection of Cross Site Scripting and Sql Injection strings respectively, which may
trigger errors in the application you are testing.

Define available fuzz sources by selecting the "Sources" button in the Fuzzer interface.
In the dialog, type in a description of the Fuzz source. e.g. for the xss.txt file, type XSS
(case is not important). Then use the "browse" button to locate the file containing the
strings you wish to use, or type the filename in the "File" field. Once the file has been
chosen, click "Add". WebScarab will read the file, and add each item to the list
identified by the description you supplied. You can check to see if they were properly
read in by clicking on the item in the list on the left hand side. You should see the fuzz
strings displayed 1 per line, and the "Items" label should show how many strings were
read in.

You can also define a list of strings to use, using a reduced regular expression syntax.
By reduced, I mean that the syntax elements that allow for an infinitely large set to be
defined is not permitted. For example, the "." character defines 65536 possible
characters, and is disallowed. Similarly, the * and + operators allow an indefinite
number of characters, and are also disallowed. Finally, the character count syntax that
allows a variable number of characters "{3,5}" is also disallowed. This is useful if you
wish to attempt to brute force something like a document identifier, that obeys a regular

pattern.

Once you have defined your fuzz sources, close the dialog, and return to the main Fuzzer
interface.

It would probably be a good idea to explain what each of the columns in the
"Parameters" table represent at this point:

e The Location column represents where the parameter is found. The location can

be one of "Path”, "Fragment”, "Query", "Cookie" or "Body", as explained above.
e The Name column represents the name of the parameter.

e The Value column is for the default value of that parameter, if that parameter is
not being fuzzed.

e The Priority column allows the user to control how the various fuzz sources
increment. Fuzz sources at the same priority increment in lock step. Fuzz sources
at different priorities increment sequentially. For example, if you had a list of
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known usernames and matching passwords, you would use a username source
and a password source with the same priority. However, if you wanted to try
each of the usernames with each of the passwords, you would use sources with
different priorities.

e The Fuzz Source column allows the user to control which parameters will be
fuzzed, and which list of fuzz strings will be used.

Now you can instruct the Fuzzer on which fuzz sources to use for each parameter. The
"Fuzz Source" column is editable using a combo box, and you can selected from the
defined fuzz sources, or an empty item if you do not want to fuzz that parameter.

As you change the various parameters to be fuzzed, and possibly modify the priorities of
the parameters, you should notice the "Total Requests" field updating. If your fuzzed
parameters are all at the same priority, the "Total Requests" field will reflect the size of
the smallest Fuzz Source. If the fuzzed parameters are at different priorities, the "Total
Requests" field will show the product of the sizes of the various Fuzz Sources.

RUNNING THE FUZZER

When you hit the Start button, you'll see the "Current Request" field incrementing, and
conversations appearing in the table in the bottom half of the screen, until the "Current
Request" field shows one less than the "Total Requests" field. (Yes, this is a bug that
should be fixed.) If there are any errors detected while executing the fuzzer, the fuzzer
plugin will pause. As long as you do not make any changes to the fuzzer setup, you can
resume fuzzing where you left off. (This may or may not be a good idea, depending on
the nature of the error)

Once the fuzzer is finished, you can review the resulting conversations by double-
clicking on the rows in the Conversation Table in the lower half of the screen, and
stepping through the list. Alternatively, you can review them from the Summary pane, at
any time. Note that rerunning the fuzzer will clear the table in the Fuzzer, but will not
change the conversations already in the Summary.

LIMITATIONS

The Fuzzer is not able to fuzz "compound requests". For example, when submitting
values to a function results in a frameset description, and the real interesting result
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shows up in one of the child frames, WebScarab will not try to retrieve the child frame.
For more complex fuzzing, I'd suggest investigating the Scripting plugin.

Retrieved from "nttp://www.owasp.org/index.php/Fuzzing with WebScarab"
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CHAINING WEBSCARAB ONTO ANOTHER PROXY

| FROM OWASP

Jump to: navigation, search

This document is intended to explain how to configure WebScarab to chain onto an
upstream proxy.

I assume that you are familiar with the basic functionality of WebScarab, and have
managed to use it as a proxy to view and intercept some conversations already. If not, I
suggest reading the "Getting Started" document first.

Stephen Venter 07:37, 16 March 2007 (EDT)

CONTENTS
[hide]

1 Overview

2 Outline of the setup for this example

3 Step One: Configuring WebScarab to point at my internal network proxy

4 Step Two: Configuring my web browser to send connections via WebScarab

OVERVIEW

In the case where you are browsing via a proxy server on your local network, such as is
often the case with corporate networks, you will need to configure WebScarab to chain
onto that proxy server if it is to work correctly.

Some people refer to this as "Using WebScarab behind a firewall", since it is the firewall
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that will be blocking all outgoing browser traffic, other than the traffic which originates
via the proxy server. But really it is the proxy server that is the key to getting
WebScarab working in this circumstance.

OUTLINE OF THE SETUP FOR THIS EXAMPLE

To do this you obviously need to know that your proxy server’s IP address (or its
hostname that resolves on your LAN) together with the port number that the proxy
server listens on. For simplicity sake, let’s assume I have a local LAN with network
range 192.168.1.0 /24 (which means it has a netmask of 255.255.255.0)and my proxy
server is at IP 192.168.1.10 and it listens on port 8080.

If you are not sure what your proxy server’s IP address is and someone else set up your
browser such that it is correctly browsing via the proxy, you may be able to view it
within your browser’s configuration settings (where it has been manually configured and
is not being automatically picked up by the browser — there are other ways of working it
out in that case, but I won’t go into that here).

Since I am using Microsoft Internet Explorer in this example, I see my proxy settings
here: Tools -> Internet Options -> Connections -> LAN settings -> Use Proxy Server for
your LAN -> Address: 192.168.1.10 Port: 8080

I am running WebScarab locally on my PC, using the standard settings. Thus it will be
listening on the standard localhost IP address of 127.0.0.1 on port 8008. Some people
like to use the name "localhost", I prefer to use the IP address "127.0.0.1" — but they are
interchangeable, so it won’t matter which you use.

STEP ONE: CONFIGURING WEBSCARAB TO POINT AT MY INTERNAL
NETWORK PROXY

Note: The port number "3128" is the default value included with the WebScarab setting
for chaining onto another proxy server (Tools -> Proxies). It does not necessarily mean
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that it is the correct port number you should use for your network. In my example
outline above, my local network proxy is configured to listen on a port "8080". So that is
the value I have to use in WebScarab in: Tools -> Proxies -> ["Port" box for both the
"HTTP Proxy" and "HTTPS Proxy"]

Once I have set that correctly, then WebScarab can make connections out of my network
via my local network proxy.

CAUTION!! Make sure that the proxy you specify via Tools -> Proxies does not point
back to WebScarab's proxy port, otherwise you will end up creating an infinite loop,
since WebScarab will now try to use itself as the upstream proxy and will simply run out
of sockets or available memory.

Note: If you are using WebScarab on Windows, and Internet Explorer is correctly
accessing the outside network through your designated proxy, you may simply be able to
access the WebScarab upstream proxy setting via Tools -> Proxies, and click the "Get IE
Settings" button. This only works for the "Installer" version of WebScarab, not the Java
WebStart or "selfcontained" versions, since it relies on a native Windows library to read
this information.

STEP TWO: CONFIGURING MY WEB BROWSER TO SEND CONNECTIONS
VIA WEBSCARAB

This step is the usual one to use for getting WebScarab to work whether or not I am
setting it to chain onto another internal proxy]

The number "3128" is NOT the correct number to use in IE. Also, the network proxy
server IP is not what I want to use here either anymore (unless I am connecting out to
the internet directly without WebScarab in-between).

As outlined above, I am running webscarab locally on the same PC as I am browsing
from. So in IE, I need to put the value "127.0.0.1" into the "Address" box and "8008"
into the "Port" box as follows: Tools -> Internet Options -> Connections -> LAN
settings -> Use Proxy Server for your LAN -> Address: 127.0.0.1 Port: 8008
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Also, I suggest leaving the box for "Automatically detect settings" un-checked / un-
ticked. And same goes for the "Bypass proxy server for local addresses" box. If you are
intending to only use WebScarab when making connections to sites outside your local
network, it doesn't matter. But if you then try to connect to a website on your local LAN,
that setting will result in IE connecting directly to that local web server without proxying
via WebScarab. So for safety sake, I suggest keeping that box un-checked too.

Now I have:

e my web browser forwarding connections via WebScarab, which is listening on
127.0.0.1:8008

e and WebScarab forwarding connections out of my network via my network
proxy on IP 192.168.1.10 and port number 8080 (a.k.a. WebScarab is chaining
onto that proxy 192.168.1.10:8080).
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WEBSCARAB SSL CERTIFICATES
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Jump to: navigation, search

WebScarab can use SSL Certificates in two ways.

First, when you use the proxy to intercept a request to an SSL-protected site, WebScarab
makes use of its own internal SSL certificate to negotiate an SSL connection with your
browser. Obviously, the certificate that WebScarab presents does not match what your
browser is expecting, and so your browser warns you that your communication may be
intercepted. Since this is actually our objective, we can simply accept the warning, and
choose to continue.

Secondly, the SSL-protected site you are connecting to may require a client-side SSL
certificate, in order to identify you. This is known as mutual authentication, and is
normally handled by your browser.

CONTENTS

[hide]

e 1 Configuring certificates
o 1.1 Server certificates
o 1.2 Client certificates
= 1.2.1 PKCS#12
= 1.2.2PKCS#11
e 2 Getting certificates into PKCS#12 files

CONFIGURING CERTIFICATES

SERVER CERTIFICATES

If, for some reason, you want to change the certificate that WebScarab uses to negotiate
connections, you will have to rebuild the WebScarab JAR file, and replace the existing
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server.pl2 file with your own PKCS#12 formatted file. The password protecting the
PKCS#12 file should be "password", as this is what WebScarab expects.

Here is an example of using the OpenSSL tool to create your own self-signed server
certificate:

openssl genrsa 1024 > server.key

openssl req -new -x509 -nodes -shal -days 3650 -key server.key >
server.crt

openssl pkcsl2 -export -out server.pl2 -in server.crt -inkey
server.key —-name "WebScarab"

The information that you put into the various fields when prompted is unimportant for
WebScarab. If the default WebScarab key is inadequate for your purposes, you will most
likely have a better idea of what information is important to you (or your client) than
anything that I can tell you.

CLIENT CERTIFICATES

Since mutual authentication via SSL does not transit across the proxy (since we now
have two connections!), we need to arrange for WebScarab to present your client
certificate to the server. This can be somewhat tricky, depending on what kind of
certificate you have.

 PKCS#12

WebScarab allows you to access client side certificates stored in PKCS#12-formatted
files, or (if you are using Java 5 or later) by accessing a PKCS#11-compliant device, for
example, a smart-card, or Hardware Security Module (HSM). This functionality is
accessed via the Tools->Certificates menu option.
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[l .4

Key Store Certificates
A
Certificate Details
Active key
Add Key Store Activate Selected Alias Close

The simplest way to provide a client certificate is via a PKCS#12 file.
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'_éff. Certificate Manager

=1o] ]

Key Store Certificates
A

Add Key Store iI

Cortificate | PHCS#12 | PKCS#11
File|C:IW|:|rkspacelwehscarablclient.p'l2 | Browse
Password |*‘“‘*‘“‘*‘*‘ |
Cancel 0Ok
Active key
Add Key Store Activate Selected Alias Close
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Certificate Manager - | | |i|
Key Store Certificates

PHRCS#12 - C:Iwurkspa[:Elwehscarahu:lient.ﬂ A

ehscarab clignt

1] T [ |»

Certificate Details

[
[

Warsion: W3

Subject: CH=WWehScarah client cerificate, OU=WehScarab, O=0penWeh Application Security Project, L=
Signature Algarithm: SHATwithRSA, OID=1.2.840.11358491.1.4

key: Sun BSA public key, 1024 hits

rodulus: 139171225086904 8800834 3544447R4651 304825858794 T0261927A3Z60213229133383961 38
public exponent: G537

a| Il | | b

MLEC

[4]

Active Key

Add Key Store Activate Selected Alias Close

At this stage, WebScarab will not actually use the certificate, it is just aware of its
existence. To activate the certificate, select the Key Store and the certificate that you
wish to use, and hit "Activate Selected Alias". It will ask you for a password to access
the individual certificate inside the key store. For a PKCS#12 file, this is almost always

the same password that you used when exporting it. However it CAN be different, which
is why you are asked twice.

WebScarab can be configured with multiple Key Stores, making it easy to test with
different SSL certificates.

PKCS#11

WebScarab also supports using PKCS#1 1-compliant devices, if your Java Runtime

Environment does. Sun's Java 5 (a.k.a Java 1.5) and later distributions have native
support for PKCS#11.
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Use the PKCS#11 tab when adding a Key Store to specify the shared library path, and
the PIN/password to access the smart card. Then select the smart card Key Store, and the
specific certificate, and activate that Alias.

GETTING CERTIFICATES INTO PKCS#12 FILES

Since WebScarab requires the certificate to be in a PKCS#12 file (unless it is in a
hardware device), you may need to perform some conversion to achieve this.

If your certificate is in PEM or DER format, you can use the OpenSSL command line
tool to perform the conversion:

openssl pkcsl2 -export -out mycert.pl2 -in mycert.crt -inkey mycert.key
-name "My Certificate"

If, for example, the certificate is located in the IE certificate store, you can try to export
the certificate to a "PFX" file, which is essentially a PKCS#12-formatted file. This may
not be possible, since IE has the ability to specify that you cannot export the private key
of a particular certificate. If this is set, you cannot create a working PKCS#12 key file. If
you have the opportunity to set this property while enrolling to your application, make
sure to allow yourself to export the key later. You can choose an arbitrary password

Refrieved from "http://www.owasp.org/index.php/WebScarab_SSL_Certificates"
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WEBSCARAB XSS-CRLF PLUGIN

| FROM OWASP

Jump to: navigation, search

THE XSS/CRLF INJECTION PLUGIN

OVERVIEW

The XSS/CRLF plugin examines suspicious HTTP requests for cross-site scripting and
CRLF injection (HTTP response splitting) vulnerabilities. Unlike other tools, the plugin
doesn't crawl the site trying to discover vulnerable URLs, instead it passively analyzes
all HTTP conversations passing through WebScarab. The plugin will inspect each
request and response to check if:

e Any value of the GET/POST parameters is reflected in the body of the HTTP
response, which indicates a potential for a reflected XSS vulnerability;

e Any value of the GET/POST parameters is reflected in the HTTP headers of the
HTTP response, which indicates a potential for a CRLF injection vulnerability;

The table in the upper half of the plugin's window will show all suspicious HTTP
requests. By clicking the "Check" button, the plugin will attempt to perform a test to
check whether the test strings for XSS and CRLF injection vulnerabilities pass through
successfully. If check on a particular conversation was successful (i.e. test string went
through or new HTTP header was created) the conversation will appear in the table
below. If none of the test were successful lower table will be empty.

NOTE: depending on vulnerability specifics and application, automated testing may not
produce reliable results (e.g. less than and greater than characters are filtered, however
exploitation of XSS is still possible without use of these characters, for example if XSS
occurs within the 'script' tag).

For XSS, the plugin will send a user-controlled XSS test string as the value of a
potentially vulnerable parameter and check the response body for the presence of the test
string, if the string was discovered it may indicate that application is vulnerable to cross-
site scripting vulnerability.
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For CRLF injection (HTTP response splitting), the plugin will again send the user-
controlled CRLF test string, which is supposed to create a new HTTP header, as a value
of a potentially vulnerable parameter and check the response HTTP headers for the
presence of the new HTTP header created by CRLF test string. If the header is present it

may indicated that application is vulnerable to response splitting.

LIMITATIONS

Stored cross-site scripting vulnerabilities aren't supported yet.

Retrieved from "http://www.owasp.org/index.php/Webscaralb XSS-CRLF plugin”
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OWASP WEBSCARAB NG PROJECT

| FROM OWASP

Jump to: navigation, search

Welcome to the WebScarab (Next Generation) Project

WebScarab-NG is a complete rewrite of the old WebScarab application, with a special
focus on making the application more user-friendly. To this end, WebScarab-NG makes
use of the Spring Rich Client Platform to provide the user interface features. By using
the Spring Rich Client Platform, WebScarab-NG automatically gains things like default
buttons, keyboard shortcuts, support for internationalisation, etc.

Another new feature is that session information is now written into a database, rather
than into hundreds or thousands of individual files. This makes disk space utilisation and
things like archiving of sessions a lot easier.

Ultimately, WebScarab-NG will have all the significant functionality that the old
WebScarab had, although it will be reorganised quite significantly, in order to make the
application more user friendly.

CONTENTS
[hide]

1 New User Interface

2 Current status

3 Error feedback

4 Obtaining WebScarab-NG
5 Technical information

6 Feedback

7 Project Contributors

NEW USER INTERFACE
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As mentioned above, the user interface has changed quite a lot from the old WebScarab.
Apart from the new default Look&Feel (JGoodies), you will see that the conversation
viewer has changed quite a lot. The old "Raw" view is still there, but the Parsed version
has changed quite dramatically - for the better, I hope you'll agree!

The Parsed view now shows the request and response details in a tree form, rather than
in individual text boxes. This makes the interface look a lot cleaner, and more
importantly, is a lot more compact. It also makes it a lot easier to include features like
automatically breaking out URL parameters, and multiple cookies into their own nodes,
where it is a lot easier to view the individual parameters. We also show the request and
the response next to each other, rather than one above the other, since most people seem
to have more horizontal real-estate than vertical. The split between request and response
can easily be adjusted by dragging, as can the split between the headers and the message

content.

¥ WebScarab
File

Edit Plugin  Tools  Window Help

=10 x|

Toggle Proxy Control Bar

[ accept: image/gif, image/x-xbitmap, image/jpeq, image/pipeq, applica
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Fole Based Access Control
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CURRENT STATUS

At this stage, WebScarab-NG primary feature is the intercepting proxy that allows the
operator to observe and modify requests from a browser or other client passing through
the proxy. A new feature is the Proxy Control Bar, which is implemented as a "stays on
top" tool bar that floats above your browser or other thick client, and allows you to
quickly enable or disable request intercepts. It also allows you to annotate or describe
the requests as they pass through the proxy. If you type some text into the annotation
field, that text will be linked to the next conversation that passes through the proxy, and
can later be viewed as part of the conversation history. this can be very helpful to keep
track of what you were doing in a multi-step procedure.

For example: Selecting a menu item, entering a value, submitting that value, etc. Often
sites are built in such a way that they can result in dozens of conversations resulting
from a single action. Annotating that conversation that initiated all the rest makes it very
easy to identify them at a later stage.

m |Imtercept No requests

4

Annotation |This will describe the next conversation | | 4342/127.08 | I

& [ntercept all requests FcessControl/Login.asp?stage=1
Intercept selected request methods

Intercept GET requests

B [ tercept o reguests
& LAintercept POST requests | |

ERROR FEEDBACK

One of the neat features provided by the Spring Rich Client Platform is the ability to
check that the inputs actually make sense, and to provide automated "as you type"
feedback to the user.

For example, look at the "Intercept Request" window:

53



¥ Intercept Request - 0| x|
Intercept Request
@ Reqguest method inGroup [[TRACE, OPTICONS, POST, HEAD, GETT]

Farsed \Raw \

EHE PROST hitp:/focahost. webGoat/RoleBasedAccessControl/Login. aspTstage=1 HTTP/1.1
D Stagezl
~[ Accept: image/gif, image/x-xbitmap, image/ipeg, image/pipey, applcation/x-shockwave-flash, application/vnd.ms
<[ Referer: http: /focahost. AWebGoat/RoleBasedAcessControlLogin.aspPstage=1
~[] Accept-Language: en-Us
~[1 Content-Type: applicationfx-www-for m-urlencoded
~[1 uA-CPU: x88
~[ Accept-Encoding: gzip, deflate
<[ User-agent: Mozila/4.0 (compatitle; MSIE 7.0; windows NT 5,1; MET CLR. 1.1.4322; MET CLR. 2.0.50727)
=[1 Prosey-Connection: Keep-Alive
[ Content-Length: 37
~[1 Host: locahost,
~[1 Pragma: no-cache
H-{B Cookie: ASPESESSICNIDAADATRAC =KL IPADLBFEIBHHGECHFAIMPK,; ASPSESSICMIDCARBTORC =KBFFPELBHICES
D ASPSESSIONIDAACQATRAC =KLIPADLBFEIBHHGECHFAIMPK

I T Wt o et i o O Pl = et = L0 OOl DU e 0 JTTT ik, sl

[»

[«]1

| [¥]

1]
.

testForm \ hiexForm \
userid=1018password=larry&Login=Login

Annotaton |This il describe the next conversation

Cancel

We can see that the user tried to change the method from "POST" to "PROST".
WebScarab-NG has no idea how to execute a "PROST" method, and so provides an
error message to inform the user. Additionally, the OK button is automatically disabled,
until the error is corrected.

OBTAINING WEBSCARAB-NG

WebScarab-NG is distributed via Java WebStart, and can be obtained here.

A major benefit of using Java WebStart is that users will automatically receive new
versions of WebScarab-Ng as they are made available, since WebStart checks to see if a
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new version is available each time it is run. Of course, if it is run with no access to the
Internet, it will still run.

Note: there is an issue with signing the application and Java web start
if you are using Java 1.6.

We are investigating the solution. In the meantime, you can still use
WebScarab NG with an older

version of Java (without messing up your system).

"set PATH="c:\Program Files\Java\jdkl.5.0 06\bin" or whatever
"javaws http://dawes.za.net/rogan/webscarab-ng/webstart/WebScarab-

ng.jnlp

Depending on demand, once WebScarab NG matures, it will also be made available for
offline installation.

For information about what changes have been made, please see the GIT repository

TECHNICAL INFORMATION

Technical information for those interested in digging into it can be found here

FEEDBACK

If you have any comments or suggestions for WebScarab-NG, please feel free to send
them to the OWASP WebScarab mailing list

Your feedback is much appreciated, and will be carefully considered for future releases
of WebScarab-NG.

PROJECT CONTRIBUTORS

The WebScarab-NG project is run by Rogan Dawes of Aspect Security. He can be
contacted at rogan AT dawes.za.net

Retrieved from "http://www.owasp.org/index.php/OWASP_WebScarab NG Project”
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WebScarab (Next Generation) Technical Information
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ACCESSING THE HSQL DATABASE

WebScarab-NG defaults to using the HSQLDB database libraries. If you are interested
in digging into the DB manually, here's what you need to know.

GETTING THE JAR

Since WebScarab-NG is only available via Java Web Start at the moment, the HSQLDB
libraries are unlikely to be anywhere convenient. So download the [| jar], and place it
somewhere handy.

ACCESSING THE DB

HSQLDB comes with a graphical client that allows you to explore the database, and
execute arbitrary SQL.
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You can invoke it by running:

$ java -cp hsgldb-1.8.0.1.jar org.hsgldb.util.DatabaseManager

It will prompt you to connect to the DB, by providing a URL. Simply copy and paste the
same URL that you see in the WebScarab-NG dialog.

NOTE: Since it is run "in-process" in WebScarab-NG, it is not possible to access it
concurrently from another application. You may be successful running HSQLDB in
server mode, and specifying an appropriate URL to WS-NG when it starts, but keep in
mind that (at the moment) WS-NG executes "SHUTDOWN" on the DB as it exits, in
order to have a clean DB file, and no redo logs, etc. This could be changed if necessary.

IMPORTANT TABLES
Once you have the DB open, it is just SQL ;-)

The key table is the "conversations" table.

conversations.createTable.hsgldb=\

CREATE CACHED TABLE conversations (\
session_id INT NOT NULL, \
id INTEGER GENERATED BY DEFAULT AS IDENTITY\

(START WITH 1) PRIMARY KEY, \

source id INT NOT NULL, \
request date TIMESTAMP NOT NULL, \
request method id INT NOT NULL, \
request uri id INT NOT NULL, \
request version id INT NOT NULL,\
request content id CHAR(32),\
response version id INT NOT NULL, \
response status CHAR(3) NOT NULL, \
response message id INT NOT NULL, \
response content id CHAR(32)\

This keeps a record of every conversation that WS-NG knows about. The columns
should be quite self-explanatory.
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This table works in conjunction with the headers and named values tables to record the
request and response headers, as well as the blobs table to record the request and
response content. The blobs table is indexed by the MDS5 sum of the content.

So it is quite easy to reconstruct a conversation by finding the entry in the conversations
table, getting the headers from the headers/named values tables, and the content from
the blobs table. And obviously, the other fields are indexed into appropriate tables
(method_id -> methods, uri_id -> uris, etc)

Comments on my normalization are welcome - it's been almost 15 years since my
databases class at university!

DATABASE SCHEMA CHANGES

Databases created by versions of WebScarab-NG before 20070118 will be incompatible
with versions after that date. Certain table columns were renamed to make it easier to
accommodate other databases, by avoiding keywords, etc.

If you have an early DB, and would like to regain access to it, you need to run the
following script using the DatabaseManager as described above:

ALTER TABLE conversations ALTER COLUMN session RENAME TO session_id;
ALTER TABLE conversations ALTER COLUMN source RENAME TO source id;
ALTER TABLE conversations ALTER COLUMN date RENAME TO request date;
ALTER TABLE conversations ALTER COLUMN request method RENAME TO
request method id;

ALTER TABLE conversations ALTER COLUMN request uri RENAME TO
request uri id;

ALTER TABLE conversations ALTER COLUMN request version RENAME TO
request version id;

ALTER TABLE conversations ALTER COLUMN request content key RENAME TO
request content id;

ALTER TABLE conversations ALTER COLUMN response version RENAME TO
response version id;

ALTER TABLE conversations ALTER COLUMN response message RENAME TO
response _message id;

ALTER TABLE conversations ALTER COLUMN response content key RENAME TO
response_content id;

ALTER TABLE blobs ALTER COLUMN key RENAME TO id;

ALTER TABLE blobs ALTER COLUMN size RENAME TO blob size;

ALTER TABLE blobs ALTER COLUMN blob RENAME TO blob content;
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ALTER TABLE headers ALTER COLUMN conversation RENAME TO
conversation id;

which will rename the columns for you.

FEEDBACK

If you have any comments or suggestions for WebScarab-NG, please feel free to send
them to the OWASP WebScarab mailing list

Your feedback is much appreciated, and will be carefully considered for future releases
of WebScarab-NG.

PROJECT CONTRIBUTORS

The WebScarab-NG project is run by Rogan Dawes of Aspect Security. He can be
contacted at rogan AT dawes.za.net

Retrieved from
"hitp://www.owasp.org/index.ohp/OWASP_WebScarab NG Project Technical Info"

59





