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Simple Security

Knowing what you need to know to keep you and your
electronic companions safe and secure.



Foreword

The personal computer, the Internet, email, mobile phones and other
smart devices are quite complex and capable. As we come to depend
more on these devices the opportunity for simple mistakes leading to
personal loss increase. Understanding the possible pitfalls and what
to do about them and why can quickly and easily reduce our
vulnerability.

There are a lot of books and other guides available covering the
topics discussed here. This is our attempt to provide the essential
information in a straightforward way, based on practical experience
of introducing methods and equipment to individuals of all skill
levels in the home and workplace.

So, get away from the computer for a while, get a nice drink of
something, sit down in a comfortable chair and read.

The Simple Security Team
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1 Simple Security

1 Simple Security

Some people are lucky. They live in a quiet street, know their
neighbours, don't lock their doors and shop locally. Driving down
the empty roads is a pleasure and their bank and tax office are
efficient and helpful.

Many of us aren't so lucky. We have busy and increasingly complex
lives. Keeping in touch with friends and colleagues over long
distances is a daily necessity. We are worried about our personal and
financial security and the possible random dangers of everyday life.

Everybody, though, needs to be aware of possible hazards. Most
people these days will wear a seatbelt when in a car, even for short
trips on quiet roads. The same precautionary approach needs to be
taken with other aspects of personal security. This needn't interfere
unduly with pursuing our everyday lives.

The communications revolution allows us to manage many elements
of our lives in novel ways. Whatever types of new technology you
have adopted, you need to know how to control it, and how to put
the seatbelts on. That is what this book is about.

Our main focus will be on the personal computer, desktop or laptop.
Many of the points discussed will also be relevant to other devices,
including hand held computers, smart mobile phones, even portable
music players and other multi-media devices.

Describing new things is always a problem, often leading to the
excessive use of jargon. Similarly, unwarranted assumptions of
knowledge and experience possessed by the reader lead to further
difficulty.



1 Simple Security

In this book we aim to speak plain English. While hoping to provide
clear guidance to the non-technical reader, we intend this book to
provide a concise reminder for everyone. No specific technical
knowledge is assumed, though we should be comprehensive enough
to be of interest to more experienced readers.

A great many people use the Internet, most using email to some
degree. This provides the most likely opportunity for unwanted
intrusion and will provide the bulk of our discussion. Other issues
which are often overlooked, such as personal health and physical
security, will also be covered.

Note that we don't intend to be a step-by-step guide. Most readers
will be using Microsoft Windows, but there are numerous
differences in the several versions of this in current use. This guide
is intended to be generic, the points raised being applicable to
various devices and systems. Where relevant we'll discuss any issues
specific to different operating systems (Windows, MacOS, Linux) or
devices (pc, pda, mobile etc.).

Ideally you'd read through the book first, then attend to each section
in detail. Numbered references in the text refer to the entries in the
bibliography found after Chapter 15. Note that a version of the
bibliography with live links should be available for download as an
Adobe Acrobat (.pdf) document or on the web page at our online
retailers. You should be able to have this document open on your
computer when looking up the references, just click through to the
relevant website.
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You will also probably find it helpful to use a search engine to look
up terms of interest as you go along. Apart from the well known
Google ( http://www.google.com/ ) and the popular portal Yahoo

( http://www.yahoo.com/ ), a good and slightly different alternative
is Clusty ( http://clusty.com/ ). This is what is known as a meta-
search engine, in that it uses other search engines to gather results
and then groups them into related clusters. Another large and
popular site is Ask Jeeves ( http://www.ask.com/ ), which works in a
similar way.

For online reference there is also the modern source of all
knowledge, Wikipedia ( http://www.wikipedia.org/ ), the online
encyclopedia. This is entirely written by its users and to the surprise
of many commentators is in general both reliable and readable. You
may like to look up some entries in any special field of knowledge
that you may have. If you find that the entry is wrong or deficient,
change it! A number of references in our bibliography are Wikipedia
entries.

Now go on to the check-list in the next section. When you are happy
that you have attended to each item, tick off the question mark (?).
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Port scanners 16

portable 32,43
portable device 40

Portable Document Format

portable music and media players

18
portable storage 43
portable storage devices

ports 37

position 11
positioned 11
Positioning 32
Positioning the Monitor
postcard 56
posture 32

Power and Electrical 68
power capacity 68
power strip 68
premium rate number
presentation 50
presentation software 61
preview 55

19

18

32

16

printed copy 28
printer refill 28
Printing for Archiving

private key 57
problem 70
problems 11
program 13

program file 56
program files 27

program updates 42
Program Updates 60
programming error 46

programming language
public area 71

Public Key Cryptography
public telephone network
Q

quality 65, 66
quality of the display 65
quality setting 65

Quick Check-list 11
R

radio scanners 18
readable 10

real time monitoring 41

28

50

57
20

Really Simple Syndication 59

recipient 54

recordable optical media

redirect 48

reduce 11

reduce the volume of space used
26

reflections 32

Refresh Rate 65

reliability 70

reliable 10, 25,72

reminder 30

Remote control 61
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removable hard drives
removable storage 23
removing spyware 14
Repetitive Strain Injury

report 14
reproduce 13
requests 37

Resolution 65
restaurant 56
restore 22

Restore 21
Return/Enter key 64
rewritable 24

right click 55, 56
risk 11

robust 25

Rogue 16

Rogue Diallers 16
rogue mailer 38

rogue program 18
rollers 34

Root Kits 15

router 16, 36, 39

router 38

RSS 59

RSS feed 58, 59
rules to remember 52
run automatically 70
running[20][67] 70
RW disc 24

S

Safari 47

safe deposit box 21
safe email 14

Safe Email 52

Safe Practice 30

Safe Use 48
safekeeping 25

25

33

safer viewing experience
saving 32

scam 14

scan 55

scanner 41,45
Scanners 16
scanning 45

screen 32, 65

screen saver 33

script 50

search 62

search engine 10
search facilities 62
seating 11
Seating and Posture 33
secure 11, 15, 56,57
secure copies 72
secure email 57
Secure Email 56
secure page 48

secure site 48

secure system 57

secure web sites 11
security 11, 48, 50
security breach 48
security features 17
security implications of RSS 59
security patches 47
security procedures 40
security products 45
security programs 45
security reason 50
security risk 51, 61
security settings 11
security threat 58

Select 64

select a block of text 64
self extraction 27
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Servers 42 storing data off site 25

settings 11 Strain 33

shift key 64 sub-directory 62
Shift+Cursor 64 sub-folder 62
Shockwave 50 subscriber 20, 36
shopping online 48 summaries 59

shortcut 63 sunlight 28

Site Blocking 39 surreptitiously 15
Site Blocking and Parental suspicious 11, 52, 55, 56
Control 39 suspicious email 55
sitting comfortably 32 synchronise 22, 67

Skype 20 system scanner 41
slow down 41 T

slower 15 tabbed interface 47
small icon 70 tape drive 25
smartphone 18, 40 target 43

smartphones 43 taskbar 70

socket 68 TCP/IP 37

software patches 43 telephone 37, 68

source of all knowledge 10 telephone line 37

spam 13,52, 55 Telephony and 20
Spam 53 temporary copy 24
spam filter 53 test 22

Spams and Scams 53 text 65

speed 70 text chat 20

spike protection 68 text messaging 18
spreadsheet 61 theft 71

Spybot 44 threat 18

Spybot Search & Destroy 44 threat to confidentiality 18
spyware 38,70 threats 12

Spyware 14, 44, 45, 60 Thunderbird 52, 55, 57, 58, 60,
Startup folder 70 61

stolen 21, 43,71 Thunderbird 59

Stopping Startup Programs 70 Tiff 27

storage 43 time 67

storage devices 18 time server 67

store 56 Time Settings 67

stored 12 time synchronisation facility 67
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trace 71
track 13
trackball 33
traffic 36
transfer 13

Transmission Control
Protocol/Internet Protocol
trial version 41, 42
tricks with the keyboard
trojan 14

Trojan 13, 15

Trojans 13

TV 66

typing 33

U

unalterable 19
unalterable format 19
unauthorised access 72
undetected 15
unified standard 20

uninterruptible power supply

68
unknown web site 48
unreadable 24

unsolicited 11,55
unsolicited email 52
unsolicited mail 53
unsubscribe 52
unusual 15

unusual addresses 48
unwanted connection 18
unwanted email 53
update 18, 42

Update 11

update procedure 42
update procedures 41
updates 40

usage 13

37

63

USB 23,25

user 15,48
user name 12,29, 30
username 31

usernames 15
Utilities 45

utility 45

.

ventilate 68
verification 56
VGA 66

VGA connection[94] 66

video 24, 65

video conferencing[26] 20
video files 27

video output 65

VideoLan 61

virus 14, 18, 40

virus attack 43

virus scanner 55, 70

Virus Scanner 60

VNC 61

Voice data 20

Voice over Internet Protocol 20
VoIP 20

vulnerability 12

vulnerable to theft 72

\%Y%

War Drivers 17
web 37
Web 46

web address 64
web browser 50, 52, 58, 59, 61
Web Browser 46, 60

web page 46, 50, 51
web site 39, 50
Weblog 58
website 13, 46
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What is a Firewall? 35
What to Copy 22

Where is Your Firewall?
Where to Copy To 23
Why Have Copies? 21
Wi-Fi 18,43
Wikipedia 10
Windows 44
Windows command 67
Windows Update 60
Windows XP 72

wired network 17
wireless hub 17
wireless networking 43

36

Wireless Networking 17
wireless networks 17
wires 37
word processor
word processor files 27
Workplace 42
World Wide Web
Worm 13

Worms 14
worth remembering 63
Y

Yahoo 10

Z

Zip 26
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